@ RUBY- Simple Network Diagramm V1.3

Seite 1von 7

Windmoéller & Holscher

Inhaltsverzeichnis

ANEIUNGSNISIONIE .........oviieeceeeeee ettt ettt ettt et teete et et eaeeseeteeaete e e e ereereeeens

1 With Server Hardware from WHH . ...
1.1 One Network for Office and Machinery ...
1.2  Machine Network and Office Network separated by infrastructure ...................cccccoi .
1.3  Machine Network and Office Network separated physically ............ccceeeiiiiiiiiiiiiiis

DAY | (U= | I o] o] = o =Y P PPPTRR
2.1 One network for office and MacChiNery...........coooiiiiiiii i
2.2  Office Network and Machine Network separated by Infrastructure..............cccooiiini,
2.3  Office Network and Machine Network physically separated ...............cccccceiiiiiiiiiiiiie

Anderungshistorie

Datum Name Bemerkung

02.02.2022 | Daniel Wieching Initial Version

16.02.2022 | Daniel Wieching Diagrams for physically separated networks
10.05.2023 | Daniel Wieching New Dell Server Hardware




@ RUBY- Simple Network Diagramm V1.3

Seite 2von 7

Windmoéller & Holscher

1 With Server Hardware from W+H

1.1 One Network for Office and Machinery

111 Setup

- Security Gateway
- Server Hardware from W&H
- One Network for Office and Machinery

1.1.2 Diagram

[ Internet 1
I

outgoing ports for Ruby: 500,
4500, 257, 18191, 18192,
18210, 18264, (5671)

outgoing ports for machines: :

53, 500, 4500,443 443 Office PC
4843,445,636/3269, Optional Office
465/993 Connections

Customer Network

Ruby<->machines
Ports 123, 4843, 443

WAN [Ruby IP]

IP for RUBY as
specified by customer.

LAN3+4 172.16.42.1

IDRAC NIC-0
172.16.42.14 172.16.42.2
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1.2 Machine Network and Office Network separated by infrastructure

1.21 Setup

- Security Gateway
- Server Hardware from W&H
- Office Network and Machine Network separated by customer infrastructure

]

[ Internet }

outgoing ports for machines: outgoing ports for Ruby:
53, 500, 4500,443 500, 4500, 257, 18191, i
18192, 18210, 18264, (5671) 443 Office PC

J
4843,445,636/3269 OptionaI.Office
,465/993 Connections

1.2.2 Diagram

Office
Network

Machine Ruby<->machines
Network Ports 123, 4843

IP for RUBY as
specified by customer.

WAN [Rubyv IP1

[ LAN3+4 172.16.42.1 ]

IDRAC NIC-0
172.16.42.14 172.16.42.2
_— —tm—
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1.3 Machine Network and Office Network separated physically

1.3.1 Setup

- Security Gateway
- Server Hardware from W&H
- Office Network and Machine Network separated physically

1.3.2 Diagram

[ Internet ]
outgoing ports for machines: outgoing ports for Ruby: 500,
53, 500, 4500,443 4500, 257, 18191, 18192, 443 Office PC

18210, 18264, (5671)
4843,445,636/3269 Optional Office
,465/993 Connections
Machine Office

Network Network

‘ Ruby<->machines
Ports 123, 4843,443

WAN [Rubv IP1

IP for RUBY as
specified by customer.

specified by customer.

[ IP for machine network as

)

LAN3+4 172.16.42.1

L

IDRAC NIC-0
172.16.42.14 172.16.42.2
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21

21.1 Setup

Virtual Appliances

- Security Gateway
- Virtual Ruby Appliance on customer datacenter
- One network for office and machinery

2.1.2 Diagram

[ Internet

One network for office and machinery

outgoing ports for Ruby: 500, 4500, 257,
18191, 18192, 18210, 18264, (5671)

outgoing ports for machines: 53, 500,

4500,443

Customer :

f'"f“"“":'"NetWOT'k":"."i'"":

Office PC

Optional Office
Connections
-

T

I

Ruby<->machines
Ports 123, 4843,443

J

LAN4 172.16.42.1

WAN [Ruby IP1

IP for RUBY as
specified by customer.

)

NIC 172.16.42.2
/Customer Deita \

Center
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2.2 Office Network and Machine Network separated by Infrastructure

2.21 Setup

- Security Gateway
- Virtual Ruby Appliance on customer datacenter
- Office Network and Machine Network separated by infrastructure

{ Internet }

2.2.2 Diagram

outgoing ports for machines: outgoing ports for Ruby: 500,
53, 500, 4500,443, 65530 4500, 257, 18191, 18192,

18210, 18264, (5671)

443 Office PC
4843,445,636/3 Optional Office
269,465/993 Connections

- DNS
SEEE ..o Office @ .
Network. ... ..t i..\Network . :

Ports 123, 4843,443

L Ruby<->machines ]

NIC 172.16.42.2
/Customer Data

Center

WAN [Ruby IP1

LAN4 172.16.42.1

IP for RUBY as
specified by customer.
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2.3 Office Network and Machine Network physically separated

2.3.1 Setup

- Security Gateway
- Virtual Ruby Appliance on customer datacenter
- Office Network and Machine Network physically separated

[ Internet }

2.3.2 Diagram

outgoing ports for machines: outgoing ports for Ruby: 500,
53, 500, 4500,443 4500, 257, 18191, 18192,

18210, 18264, (5671)
443 Office PC
4843,445,636/3 Optional Office
269,465/993 Connections
Machine “*Office

[we ]

NIC 172.16.42.2

Ports 123, 4843,443 Center :

WAN [Rubv IP1

E[ Ruby<->machines ] ........

IP for machine network as
specified by customer.

IP for RUBY as

[ specified by customer. ] k /




